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 INTRODUCTION & MOTIVATION 
The Problem

~16% of data breaches involve phishing — avg. cost $4.8M
per incident

1M+ phishing attacks in Q1 2025 alone — 33% surge in BEC
incidents
Current AI detectors can be fooled by small, invisible text
changes

High model confidence does not always mean a correct
decision

Research Questions & Contributions

RQ1 Are complex AI models more easily fooled than simpler
ones when emails are slightly altered?

RQ2 Can analyzing the reasoning behind a model's decision
help catch attacks that standard methods miss?

RQ3 Does TAED's approach outperform existing detection
systems when facing these manipulated emails?
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METHODOLOGY: TAED FRAMEWORK
 FRAMEWORK

4-Stage Detection Pipeline
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A D V E R S A R I A L  D A T A S E T  C O N S T R U C T I O N
4,673 Adversarial Samples  |  4 Attack Vectors

To test how well TAED holds up under pressure, we created a
dataset of adversarial emails — messages that look normal to a
person but are designed to fool AI detectors. Each attack
strategy subtly alters the email in a different way:
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All modifications were tested at 10%, 30%, and 50% intensity
while preserving the email's readability to human recipients
Data Sources

Phishing Email Dataset (Alam/Kaggle)  •  Enron Email Dataset  
•  Phishing Curated (Zenodo 8339691)

A D V E R S A R I A L  D A T A S E T  C O N S T R U C T I O N

ADVERSARIAL DATASET CONSTRUCTION

D I S C U S S I O N  &  C O N C L U S I O N S

DISCUSSION
Does Every Component Actually Matter?

We tested what happens when we remove each part of the Trust
Score one at a time. The results show that all three components
work together — removing any one of them makes the system
significantly weaker:

Key insight:  When content alone cannot distinguish a
legitimate urgent email from a phishing attempt, domain
context provides the missing signal that makes the difference.

CONCLUSION
TAED shows that building trustworthy AI means checking not just what
a model predicts, but why.

Key Findings
Simpler models (Random Forest) proved more resilient than large
transformers under adversarial attack
Confidence scores alone are not enough — TAED's Trust Score
reduced attack success from 59% to 7.89%
Explanation quality (fidelity + stability) is a reliable signal for
detecting adversarial manipulation
Domain context resolves edge cases that content analysis alone
cannot handle

Robustness Recovery Analysis
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